
The workplace is becoming increasingly abstract and dispersed. Due to the 
pandemic, nearly every industry today is making the transition to a more hybrid 
workplace, in which some employees work from home or at another offsite 
location, some are in the office, and some mix these scenarios throughout the 
day or week. By 2025, an estimated 70 percent of the workforce will be working 
remotely at least five days per month.² Meanwhile, IT departments are dealing 
with constrained resources, more sophisticated security threats, and increasingly 
complex environments.

One IT team alone in a typical enterprise might manage up to hundreds of 
thousands of client devices worldwide. And IT’s role in organizations is more 
important than ever, with the responsibility not only to solve technical problems, 
but also to proactively support business transformation.

Fortunately, the Intel vPro platform can help ease the IT burden and simplify  
the process of keeping devices up to date and security-enabled in the  
remote workplace.

Modern manageability from the cloud
The Intel vPro platform provides the cloud-based manageability and security 
capabilities needed to update and help secure client devices in a diverse range of 
locations. IT can remotely manage clients to keep employees productive. And many 
businesses are already using devices with the Intel vPro platform, so IT wouldn’t 
have to do much to take advantage of the technologies inside.

The Intel vPro platform, which spans Intel® Core™ vPro® processors and Intel® 
Xeon® Scalable processors (for workstation functionality), includes Intel® Active 
Management Technology (Intel® AMT) and Intel® Endpoint Management Assistant 
(Intel® EMA).

• Intel AMT is a set of hardware and firmware technologies that can be 
configured on Intel vPro platform–based devices to allow “out-of-band” 
management. This means remote management regardless of power state 
or whether an operating system (OS) is functioning, as long as a properly 
configured Wi-Fi or Ethernet network connection is available.¹ 

• Intel EMA is a downloadable application that modernizes Intel AMT with cloud-
based functionality. IT administrators interested in managing devices remotely 
from a cloud-based environment can do so within the Intel EMA portal. Intel 
EMA enables an easy process to configure Intel AMT on remote devices.¹

Remotely manage thousands of endpoint devices from the cloud, help maintain  
security, and help lower costs.
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Intel® Active  
Management  
Technology (Intel® 
AMT) is the only  
solution with remote 
remediation to return 
PCs to a known good 
state, even when the 
operating system (OS) 
is down.1
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Seventy-four percent of IT decision makers (ITDMs) surveyed found that  
laptop- and desktop-management costs were reduced with the Intel vPro platform.³

1. Install software. With the ability to power on remote 
devices and desktop computers, IT can use Intel EMA to 
install third-party applications at any time. This includes 
during nonworking hours, to keep devices running and 
employees productive. IT can quickly update security 
software on all endpoints at one time using an IT 
management solution. Security updates can even be 
made on client devices outside the corporate firewall, 
including those devices in employees’ homes.

2. Remotely reboot devices. IT administrators can 
remotely restart a machine, much like hard-resetting via 
the device’s power button, to restart a device that has a 
nonworking operating system (OS).

3. Troubleshoot problems. Using keyboard, video, and 
mouse (KVM) controls, IT can connect to a remote 
device and view what’s happening on the client desktop 
as if physically sitting onsite. IT’s ability to view what’s 
happening in real time is independent of whether the 
OS is operating. A KVM session can be maintained even 
when the device is actively rebooting or when working 
inside the BIOS.

4. Redirect reboots. Because KVM sessions are persistent, 
IT can view computer reboots as they’re happening.  
In the case of a failed hard drive, IT can boot into a 
different OS image with virtual disks mounted onto  
the system remotely.

5. Remotely re-image devices. Similar to boot redirection, 
IT can remotely re-image most devices so that workers 
can use it to stay productive.

6. Help reduce costs. By saving time and allowing IT to 
work efficiently without the need to travel to a remote 
site, Intel AMT and Intel EMA help businesses cut costs.

7. Work in the hybrid cloud. Intel EMA supports 
deployment in the cloud or on premises. Because Intel 
EMA communicates through a software agent or out 
of band through Intel AMT, IT can manage devices in a 
hybrid cloud environment.

8. Connect over Wi-Fi. Intel AMT, which exceeds the 
Desktop and mobile Architecture for System Hardware 
(DASH) standard, is the only wireless solution for remote 
manageability.¹,⁴ Other chipset manufacturer products 
depend on wired connectivity. Intel AMT is the only 
solution with remote remediation to return your PCs to a 
known good state, no matter where your employees are 
working—even when the OS is down.¹

Intel Active Management Technology (Intel AMT) Intel Endpoint Management Assistant (Intel EMA)

Hardware for out-of-band management Software for cloud-based functionality

IT benefits:

• Installing software and security patching

• Remote rebooting

• Troubleshooting problems

• Boot redirection

• Disk re-imaging

• Working in hybrid cloud environments

• Connecting over Wi-Fi

Business benefits: Help save IT time and costs

Intel vPro technology: Supporting the remote workplace

Ways that the Intel vPro platform  
helps IT manage remote devices



¹  Intel AMT requires a wired or wireless network connection to provide remote management. Wireless support requires Intel AMT to be preconfigured with Wi-Fi profiles or to be configured 
to duplicate Wi-Fi profiles from the OS when it connects to a new Wi-Fi network. Intel AMT cannot join new Wi-Fi networks without the OS first connecting to them. Results may vary by use, 
configuration, and other factors.

² Rani Molla. "How remote work is quietly remaking our lives." Recode by Vox. October 2019.  
vox.com/recode/2019/10/9/20885699/remote-work-from-anywhere-change-coworking-office-real-estate.

³ Survey of 416 ITDMs at enterprises across the world using Intel vPro platform–based systems, including in the United States, UK, Germany, Japan, and China. 74 percent of respondents marked 
“agree” or “strongly agree” to the statement, “Laptop and desktop management costs have been reduced.” Source: Forrester Consulting. “The Total Economic Impact of the Intel vPro Platform.” 
Commissioned by Intel. January 2021. https://tools.totaleconomicimpact.com/go/intel/vproplatform/. 

⁴ As measured by December 2020 IOActive study (commissioned by Intel) comparing in-band software-based, remote management functions, out-of-band hardware-based remote  
management functions, and cloud-based support for these management functions and batch management devices on Windows-based PCs, including against an AMD Ryzen Pro 4000  
series processor system. Source: IOActive. “Intel vs. AMD Comparison: Cross-Platform Manageability Comparison Research.” Commissioned by Intel. December 2020.   
intel.com/content/dam/www/public/us/en/documents/articles/cross-platform-manageability-comparison-research.pdf.

Support and manage client devices everywhere
The Intel vPro platform provides IT with the tools and time-saving techniques to get its tasks done, even while the workforce 
is dispersed geographically and working in different time zones. Learn more about how the Intel vPro platform can bring 
cloud-based client manageability to your organization.
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Read the e-book:

“Support Hybrid Work from the Cloud  
with Remote Manageability and Endpoint Security”

to learn more.
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